
















SQL> select name, aux_count from dba_feature_usage_statistics;

NAME                  AUX_COUNT
-------------------- ----------
Oracle Multitenant         4096





   

SQL> alter system set max_pdbs=1 comment='single-tenant';





SQL> show pdbs

CON_ID CON_NAME                       OPEN MODE  RESTRICTED
---------- ------------------------------ ---------- ----------

2 PDB$SEED                       READ ONLY  NO
3 PDB                            READ WRITE NO

SQL> exec dbms_feature_usage_internal.exec_db_usage_sampling(sysdate);
PL/SQL procedure successfully completed.

SQL> select * from dba_feature_usage_statistics 
where name like '%Pluggable%' or name like '%Multitenant%';

NAME                      VERSION           DETECTED_USAGES  AUX_COUNT
------------------------- ----------------- --------------- ----------
Oracle Multitenant        12.2.0.1.0                      2          1

SQL> show parameter max_pdbs
NAME                       TYPE        VALUE
-------------------------- ----------- ------------------------------
max_pdbs                   integer     4098











SQL> create pluggable database … from …@…
refresh mode manual;

SQL> create pluggable database … from …@…
refresh mode every 5 minutes;

SQL> create pluggable database … from …@…
refresh mode none; -- default



SQL> create pluggable database … from … relocate availability normal; -- default

SQL> create pluggable database … from … relocate availability max; 









$ORACLE_HOME/perl/bin/perl $ORACLE_HOME/rdbms/admin/catctl.pl
-d $ORACLE_HOME/rdbms/admin -l /tmp -c PDBMIG $ORACLE_HOME/rdbms/admin/catupgrd.sql

Argument list for [/u01/app/oracle/product/12202EE/rdbms/admin/catctl.pl]
Run in                c = PDBMIG
Do not run in         C = 0
Input Directory       d = /u01/app/oracle/product/12202EE/rdbms/admin
Echo OFF              e = 1
Log Dir               l = /tmp



Component                               Current         Version  Elapsed Time
Name                                    Status          Number   HH:MM:SS

Oracle Server                          UPGRADED      12.2.0.1.0  00:40:20
JServer JAVA Virtual Machine           UPGRADED      12.2.0.1.0  00:05:29
Oracle Real Application Clusters       UPGRADED      12.2.0.1.0  00:00:01
Oracle Workspace Manager               UPGRADED      12.2.0.1.0  00:00:56
OLAP Analytic Workspace                UPGRADED      12.2.0.1.0  00:01:07
Oracle OLAP API                        UPGRADED      12.2.0.1.0  00:00:23
Oracle Label Security                  UPGRADED      12.2.0.1.0  00:00:19
Oracle XDK                             UPGRADED      12.2.0.1.0  00:01:02
Oracle Text                            UPGRADED      12.2.0.1.0  00:00:37
Oracle XML Database                    UPGRADED      12.2.0.1.0  00:02:09
Oracle Database Java Packages          UPGRADED      12.2.0.1.0  00:00:13
Oracle Multimedia                      UPGRADED      12.2.0.1.0  00:01:52
Spatial                                UPGRADED      12.2.0.1.0  00:16:54
Oracle Application Express                VALID     5.0.0.00.31  00:00:08
Oracle Database Vault                  UPGRADED      12.2.0.1.0  00:04:16
Final Actions                                                    00:03:10
Post Upgrade                                                     00:02:11



ORA-17628: Oracle error 17630 returned by remote Oracle server
ORA-17630: Mismatch in the remote file protocol version client server

ORA-17630: Mismatch in the remote file protocol version client 3 server 2









SQL> grant ALTER SYSTEM to MY_DEVELOPER;

SQL> create procedure kill_session (…) as begin
if … /* check if session USERNAME */

execute immediate 'alter system kill session …'
…

SQL> grant EXECUTE on kill_session to MY_DEVELOPER;



SQL> create lockdown profile APPDBA_PROF;
Lockdown Profile created.
SQL> select * from DBA_LOCKDOWN_PROFILES;
PROFILE_NAME  RULE_TYPE RULE         CLAUSE CLAUSE_OPT OPTION_VAL STATUS
------------- --------- ------------ ------ ---------- ---------- ------
APPDBA_PROF                                                       DISABLE

SQL> alter session set container=PDB1;
Session altered.
SQL> alter system set pdb_lockdown=APPDBA_PROF;
System altered.



SQL> alter lockdown profile APPDBA_PROF disable option = ('Partitioning');
Lockdown Profile altered.

SQL> select * from DBA_LOCKDOWN_PROFILES;
PROFILE_NAME  RULE_TYPE RULE         CLAUSE CLAUSE_OPT OPTION_VAL STATUS
------------- --------- ------------ ------ ---------- ---------- ------
APPDBA_PROF   OPTION    PARTITIONING                              DISABLE



…

SQL> alter lockdown profile DEMO_LOCKDOWN
2   enable option = ('Partitioning');

Lockdown Profile altered.

SQL> select * from dba_lockdown_profiles;

PROFILE_NAME  RULE_TYPE RULE                                  CLAUSE       CLAUSE_OPTION  STATUS
------------- --------- ------------------------------------- ------------ -------------- -------
DEMO_LOCKDOWN FEATURE   AWR_ACCESS                                                        DISABLE
DEMO_LOCKDOWN FEATURE   DROP_TABLESPACE_KEEP_DATAFILES                                    DISABLE
DEMO_LOCKDOWN OPTION    PARTITIONING                                                      ENABLE
DEMO_LOCKDOWN STATEMENT ALTER SYSTEM                                                      DISABLE
DEMO_LOCKDOWN STATEMENT ALTER SYSTEM                          KILL SESSION                ENABLE

DEMO_LOCKDOWN STATEMENT ALTER SYSTEM                          SET          OPTIMIZER_MODE ENABLE

PRIVATE_DBAAS                                                                             EMPTY
PUBLIC_DBAAS                                                                              EMPTY
SAAS                                                                                      EMPTY



SQL> alter lockdown profile APPDBA_PROF disable statement = ('ALTER SYSTEM') 
clause all except = ('KILL SESSION');

SQL> select * from DBA_LOCKDOWN_PROFILES;

PROFILE_NAME  RULE_TYPE RULE         CLAUSE      CLAUSE_OPT OPTION_VAL STATUS
------------- --------- ------------ ----------- ---------- ---------- -------
APPDBA_PROF   OPTION    PARTITIONING                                   DISABLE
APPDBA_PROF   STATEMENT ALTER SYSTEM KILL SESSION                       ENABLE



SQL> alter lockdown profile APPDBA_PROF disable statement = ('ALTER SYSTEM')
clause = ('SET');

Lockdown Profile altered.

SQL> alter lockdown profile APPDBA_PROF  enable statement = ('ALTER SYSTEM') 
clause = ('SET') option = ('undo_retention', 'temp_undo_enabled', 
'resumable_timeout', 'cursor_sharing', 'session_cached_cursors', 'heat_map', 
'resource_manager_plan', 'optimizer_dynamic_sampling');
Lockdown Profile altered.

SQL> select * from DBA_LOCKDOWN_PROFILES where profile_name='APPDBA_PROF';

PROFILE_NAME  RULE_TYPE RULE         CLAUSE  CLAUSE_OPTION              STATUS
------------- --------- ------------ ------- ------------------------- -------
APPDBA_PROF   STATEMENT ALTER SYSTEM SET                               DISABLE
APPDBA_PROF   STATEMENT ALTER SYSTEM SET     CURSOR_SHARING             ENABLE
…



SQL> alter system set optimizer_dynamic_sampling=4;
System altered.

SQL> alter system set optimizer_index_cost_adj=1;
alter system set optimizer_index_cost_adj=1
*
ERROR at line 1:
ORA-01031: insufficient privileges

alter lockdown profile APPDBA_PROF disable statement=('ALTER SYSTEM') 
clause=('SET') option=('cursor_sharing') value=('EXACT');



SQL> alter lockdown profile APPDBA_PROF 
disable statement = ('ALTER SYSTEM')
clause = ('SET')
option=('pdb_lockdown');



SQL> alter lockdown profile APPDBA_PROF disable feature = 
('UTL_HTTP','UTL_SMTP','UTL_TCP');



SQL>  create pluggable database PDB1 
admin user admin identified by password
create_file_dest='/u02/app/oracle/oradata/CDB2/PDB1';

Pluggable database created.
…
SQL> create tablespace APPDATA datafile '/tmp/appdata.dbf' size 5M;
create tablespace APPDATA datafile '/tmp/appdata.dbf' size 5M
*
ERROR at line 1:
ORA-65250: invalid path specified for file - /tmp/appdata.dbf



exec dbms_credential.create_credential( 
credential_name=>'PDB1_OS_USER', username=>'limitedUser', password=>'secret'

);

alter session set container=PDB1;
alter system set pdb_os_credential=CDB_PDB_OS_USER scope=spfile;







SQL> create clean restore point REGTEST1;
create clean restore point REGTEST1
*
ERROR at line 1:
ORA-65025: Pluggable database  is not closed on all instances.





SQL> select * from database_properties where property_name like '%UNDO%';

PROPERTY_NAME       PROPERTY_VALUE        DESCRIPTION
------------- -------------- -----------------------------
LOCAL_UNDO_ENABLED  TRUE                  true if local undo is enabled

SQL> alter pluggable database close;
Pluggable database altered.
SQL> flashback pluggable database to restore point INITIALSTATE;
Flashback complete.

SQL> alter pluggable database PDB open;
alter pluggable database PDB open
*
ERROR at line 1:
ORA-01113: file 11 needs media recovery
ORA-01110: data file 11: '/u02/oradata/CDB1/pdb/undotbs01.dbf'

SQL> alter pluggable database PDB open resetlogs;
Pluggable database altered.





SQL> select * from database_properties where property_name like '%UNDO%';
PROPERTY_NAME        PROPERTY_VALUE       DESCRIPTION
-------------------- -------------------- -----------------------------------
LOCAL_UNDO_ENABLED   TRUE                 true if local undo is enabled

SQL> create bigfile undo tablespace UNDOTBS2 datafile '/u02/oradata/CDB/pdb/undotbs02.dbf' 
size 100M autoextend on next 100M maxsize 5G retention guarantee;
Tablespace created.
SQL> alter system set undo_tablespace='UNDOTBS2';
System altered.
SQL> drop tablespace UNDOTBS1 including contents and datafiles;
Tablespace dropped.



RMAN> report schema;
…
File Size(MB) Tablespace           RB segs Datafile Name
---- -------- -------------------- ------- ------------------------
1    700      SYSTEM               YES     /u02/oradata/CDB/system01.dbf
2    210      PDB$SEED:SYSTEM      NO      /u02/oradata/CDB/pdbseed/system01.dbf
3    550      SYSAUX               NO      /u02/oradata/CDB/sysaux01.dbf
4    165      PDB$SEED:SYSAUX      NO      /u02/oradata/CDB/pdbseed/sysaux01.dbf
5    270      UNDOTBS1 YES     /u02/oradata/CDB/undotbs01.dbf
6    225      PDB$SEED:UNDOTBS1 NO      /u02/oradata/CDB/pdbseed/undotbs01.dbf
7    5        USERS                NO      /u02/oradata/CDB/users01.dbf
8    210      PDB:SYSTEM           NO      /u02/oradata/CDB/pdb/system01.dbf
9    185      PDB:SYSAUX           NO      /u02/oradata/CDB/pdb/sysaux01.dbf
10   225      PDB:UNDOTBS1 NO      /u02/oradata/CDB/pdb/undotbs01.dbf
11   5        PDB:USERS            NO      /u02/oradata/CDB/pdb/users01.dbf



SQL> shutdown immediate
SQL> startup upgrade
SQL> alter database local undo on; 
SQL> shutdown immediate
SQL> startup

SQL> alter database local undo on;
alter database local undo on
*
ERROR at line 1:
ORA-65192: database must be in UPGRADE mode for this operation

SQL> alter pluggable database PDB$SEED open read write force;
SQL> alter session set container=PDB$SEED; 
SQL> create undo tablespace UNDO datafile size 100M autoextend on next 100M;
SQL> alter pluggable database PDB$SEED close;
SQL> alter pluggable database PDB$SEED open read only;





create pluggable database PDBORCL FROM NON$CDB@dblink;

exec dbms_pdb.describe('/oradata/PDBORCL.xml');

create pluggable database PDBORCL using /oradata/PDBORCL.xml';





RMAN> CONFIGURE BACKUP OPTIMIZATION ON;




